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Abstract 

Cyber crime is a threat to national and international socio-economic, political and security system. Cyber crime is an 

increasing phenomenon, not only in India but all over the world. The numerical increasing in the quantity of digital crimes is 

straightforwardly equivalent to the grade of growth made by a country in computer technology. The study done by agencies of 

the United Nations stated that almost 50 % of the sites and applications in the US, Canada and countries of European union 

have experienced violation of security laws and threats to the cyber security of country and cyber terrorism threats direct to 

authorities which threw a serious challenge before the law enforcement agencies. In this research paper, researcher has found 

out the lacunas in the legal system of cyber law and prominent factors which increased the Cyber crime rate in India. This 

research will be based on secondary sources such as legal journal, law books and Indian reports related to cyber crimes. 
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Introduction 

The word used cyber crime is nowhere defined in the 

information and Technology Act of India and also in other 

laws of nation. The crime word is used for offences 

connected to those which are directly and indirectly 

connected to digital devices or computer and offences 

committed by using of this devices and internet are known 

as a cyber crime. The misuse of these devices like computer 

or the internet is not specifically explained in the laws 

therefore; it is not very easy to define the cyber crime 

simply. To find out the solution and improving the 

understanding behind the idea of computer crimes is 

important to see the main idea and ways of committing 

crimes. This is not as similar as the other crimes committed 

under the consumer protection Act. If we see the present 

system of Information and Technology Act especially 

against crimes committed through Internet, we realised that 

incorporation of these acts or legislations may exclude those 

factors by the state which are important to consider 

according to present era. Secondly we made our Act in the 

year 2000 after very long time of evolution of Internet and 

other invention in this field. Initially the crimes committed 

through computer and internet was very unique and relies 

totally upon the understanding of the sovereign position. In 

these days all these unlawful activities are not only affect 

the socio economic conditions of any state but also to the 

political sensation of the Nation. We can say these offences 

are also as old as the human culture. Along with unlawful 

unauthorised access, there is also a legal unauthorised 

access which is legalized for Protection and security of any 

country from terrorism and other serious offences such as 

Protection of Aircraft in the Sky. There was some incident 

has happened in the past when some territories’ hacked the 

Aircraft system. There have also some examples when 

Persons unlawfully entered into the system of religions 

Place for committing any wrongful act after breaking all 

security codes. 

Jurisdiction of Cyber Crimes 

The cyber world is the non-physical and the boundary less. 

Although, the computer world may exist only in intangible 

form, it affects the physical and real environment. The shift 

of crime to intangibles has a staggering impact on society, 

both socially and economically. This Social and economical 

impact is all over the world because, due to internet and 

information technology, the world becomes a global village. 

The internet is not subject to any particular states; therefore, 

the cyber crime cannot be subject to any particular country 

or State. So, it is necessary to see the global perspective of 

the cyber crime. Being an international subject all Nations 

has try to enact the laws regarding cyber crime and tries to 

define the concept, thought it is not possible to define the 

cyber crime, but it is necessary to define the cyber crime for 

the execution of the cyber laws. 

1. The most important component of cybercrime is the 

jurisdiction where crime are committed generally or 

simply to say carry out, but sometimes it was become 

difficult to distinguish and much harder to demonstrate. 

The digital lawbreakers with essential PC information 

and aptitude can without much of a stretch annihilate 

important database making enormous misfortune or 

harm the influenced casualties of the crime.  

2. Absence of mindfulness among casualties: Many 

multiple times, the casualty influenced by cybercrime is 

uninformed of its event due to absence of satisfactory 

expertise and ability in dealing with the PC framework. 

3. Physical nearness not required: The cybercrime can be 

carried out even from a far off spot without the need of 

its culprit's physical nearness at the location of 

wrongdoing.  

4. Absence of howdy tech aptitudes among researching 

offices: The discovery of cybercrimes requires 

greetings tech ability which the specialists for the most 

part lack. 

5. Casualties shun detailing cases: More frequently than 

not, the get-together or the relationship misled by the 
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virtual crime likes to abstain from illuminating it to the 

police for the dread of unfriendly experience or 

possibility of the pasting of unlocks trust in them. The 

hesitance of the casualties to come within reach of and 

confirmation a police protest added bothers the 

greatness of the issue of cybercrime detection and 

manage. 

6. No viciousness is included: The cybercrime doesn't 

include any brutality, however is somewhat a result of 

covetousness, underhandedness and misusing the 

shortcoming of the person in question.  

7. No regional limits: The issue of cybercrime turns out to 

be progressively perplexing in light of the fact that 

Internet knows no regional limits, which empowers the 

criminal to stay far from law in the majority of the 

cases. 

8. Namelessness and Openness: The PC arrange utilized 

for data scattering has the component of secrecy and 

receptiveness which make it simple and advantageous 

for the criminal to enjoy wrongdoing without being 

distinguished or known to the PC client who is a 

casualty of his illicit activity.  

9. Scarcity of bona fide proof: Since all data over a system 

framework is traded as electronic information, there 

remains no hint of information once it is deleted and the 

annihilation of this sole proof empowers the criminal to 

stay undetected and get away from criminal indictment.  

Have more extensive implications: The scope of cybercrime 

is more extensive enough to influence the financial as 

likewise the lawful privileges of the individuals. 

 

Digital Law in India  

In India, the IPC, 1860 arrangement with the issue of 

profanity. Anyway with the development of web innovation, 

profanity and sex entertainment takes electronic structure 

and it gets difficult to convict the culprit under Indian 

reformatory Code, 1860. To manage this new innovation, 

the administration of India has ordered Information 

Technology Act 2000. Area 67 of Information Technology 

Act, 2000; manage profanity and obscene substance on web. 

Segment 67 of IT Act gives: "One who passes on or sends to 

be spread in the structure, any material which is base or 

advances to the loathsome intrigue or if its impact is, for 

instance, to will all in all spoil and savage individuals who 

are likely, having admiration to each and every significant 

condition, to examine, the issue encapsulated in it, will be 

repulsed on first conviction with control of either 

delineation for a term which contact two three years and 

with fine which may loosen up to five lakh rupees and if 

there should arise an occurrence coming about conviction 

with control of either depiction for a term which may 

associate with five years what's more with fine and besides 

with fine which may reach out to ten lakh rupees." The Sec. 

67 of IT Act 2000 is tantamount to Sec. 292 of IPC, 1860. 

In Ranjit D. Udeshi v. Territory of Maharashtra held that not 

at all like other arrangement which have words like 

"purposely" or "carelessly" and in this way make mens rea a 

condition point of reference to set up the blame. Area 292 

doesn't make information on profanity an element of the 

offense. The indictment doesn't demonstrate something 

which the law doesn't trouble it with. The trouble of getting 

legitimate proof of the guilty party's information on the 

foulness of the book, and so forth has made the risk 

exacting.  

In India, the legitimate structure for digital world was found 

in the structure (E-Commerce Act, 1998). After this, a need 

was felt of having the essential law which covers all the 

territories of digital world at that point in May, 2000 the 

Parliament of India passed the Information Technology Act, 

2000 with the goal to battle digital wrongdoings and to give 

a lawful structure to internet business exchanges.  

In India this was the absolute first digital enactment which 

is explicitly manages cybercrimes. It manages the different 

sorts of offenses which is done in the electronic structure or 

worried with PCs, PC frameworks, PC systems. This Act 

alters numerous arrangements of our current laws for 

example (IPC, 1860; IEA, 1872; BBEA, 1891 and RBIA, 

1934). The Information Technology Act, 2000 has been end 

up being an exceptionally disputable bit of enactment. In its 

sixteen years of activity, the Act has figured out how to 

draw extensive analysis from the legitimate network and the 

overall population. It is asserted to contain an entire range of 

imperfections, inadequacies and traps going from being 

wasteful in handling digital violations to setting out of line 

controls on the common freedoms of citizens.  

Though since 2000 the Information Technology Act is set 

up in India for checking digital wrongdoings, yet the issue is 

that still this rule is more on papers than on execution since 

legal counselors, cops, investigators and Judges Feel 

disabled in understanding its profoundly specialized 

terminology. It was authorized as the essential law for the 

internet exchanges in India however because of certain 

shortcomings it was corrected in the year 2008 with the 

inclusion and replacement of new area and sub provisos and 

so forth. The United State of America ordered a few Federal 

and State laws for the assurance of PC, PC framework and 

PC organize from different types of digital violations for 

example PC (Fraud and Abuse Act, 1986; Data Protection 

Act, 1998; Patriot Act, 2001; Child Pornography Prevention 

Act, 1996 and the Child Online Protection Act, 1998; 

Communication Decency Act, 1996; CAN-SPAM Act, 

2003; Anti-Cyber Squatting Consumer Protection Act in 

1999) and so forth yet at the same time digital wrongdoings 

are occurring step by step and United States is considered as 

the origin of these violations. The United Kingdom has 

likewise sanctioned a few enactments for fighting the digital 

wrongdoings like (Data Protection Act, 1984; Access to 

Personal Files Act 1987, Copyright (Computer Software) 

Amendment Act 1985, Interception of Communications Act 

1985, Local Government (Access to Information) Act 1985, 

and Electronic Communication Act 2000). Be that as it may, 

the issue of digital wrongdoing isn't settled at this point 

disregarding bunches of enactment. Digital wrongdoing, and 

digital assaults or distantly controlled assaults influence our 

everyday lives thus no administration, open and private 

division can bear to overlook. E-wrongdoing perceptibly 

necessitates that the internet be managed so as to 

accomplish free top to bottom investigation of the marvels 

and obviously achieve digital equity and prevention.  

It is expanding step by step because of the absence of 

globally blended enactment, punishment, expanding 

information and mastery of digital crooks, the falling behind 
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of the law authorization offices, legal executive, lawmakers, 

investigators, the scholarly world and so on and 

uncommonly because of the disappointment of casualties to 

report such wrongdoing episodes truly.  

 

Constitutional Provisions 

The Fundamental right of freedom and speech is not 

absolute and reasonable restriction are imposed by article 

19(2) of Indian constitution which says that reasonable 

restrictions on the exercise of the right conferred under 

article 19(1) considering a genuine worry for the force and 

uprightness of India, the security of the State, friendly 

relations with outside States, open solicitation, 

reasonableness or ethical quality, or corresponding to hatred 

of court, slander or instigation to an offense. 

In K.A. Abbes v. Union of India, the Chief Justice of 

Supreme Court M. Hidayatullah held regarding film 

censorship that “our freedom of speech and expression is 

not absolute rather limited by reasonable restrictions under 

Art.19(2) in the interest of general public to maintain public 

decency and morality. Therefore, film censorship has full 

jurisdiction in the field of cinematograph film to prevent and 

control obscenity and pornography. 

In Raj Kapoor and Others v State and Others, The Supreme 

court while deciding whether the movie, “Satyam Shivam 

Sundaram,” was obscene and indecent or not has said that 

“While a certificate issued by the Censor Board is of 

relevance, it does not preclude the court from deciding if a 

film is obscene or not. 

On 24 March 2015, the Supreme Court of India gave the 

decision that Section 66A is illegal in sum. The court said 

that Section 66A of IT Act 2000 is "self-assertively, 

unnecessarily and excessively attacks the privilege of free 

discourse" gave under Article 19(1) of the Constitution of 

India. However, the Court turned down a supplication to 

strike down Sections 69A and 79 of the Act, which manage 

the technique and protections for hindering certain sites. 

In the discussion of Aadhar Card case an encroachment in 

Right to Privacy under Article 21 of the Constitution of 

India, the law relating to information protection was re-

evaluated and on 4h May 2017, The Ministry of Information 

Technology, Government of India distributed 'Rules for 

Securing Identity Information and Sensitive Personal Data 

or Information in consistence with AADHAR Act,2012 and 

the Information Technology Act,2000'B.N. Shrikrishna 

council further broke down the different locales all inclusive 

considering the Right to Privacy, information insurance and 

so forth and presented a report which gave a premise to the 

ongoing Right to Privacy Bill, 2017. The bill shields a 

person's entitlement to security against the world 

everywhere and endeavors to build up the control of one's 

very own information in their own hands. 

 

Information of Cyber Crime in India  

India has recorded 1,40,2809 cyber crimes incidents in 

2021, an expansion of 5% from 2020 and 15% from 2019. 

Countrywide, average rate of crime was recorded at 3.9 in 

2021. Over a large portion of the wrongdoings were 

resolved to pick up cash by fake methods. New wrongdoing 

heads, for example, digital extorting, digital following, and 

dispersal of phony news were presented in the 2021 NCRB 

report. The development pace of digital wrongdoings has 

continuously increasing total cases in 2019 and 2020 were 

recorded 3,94,499 and 11,58,208 respectively. In the NCRB 

(National Crime report of Bureau) Report of 2021, 

Telengana got rank 1st in incidents of cyber crimes with 

10303 cases. Karnataka and Uttar Pradesh have decreased 

its cases by 20 to 24 percent. Maharashtra followed these 

states with record of 5562 in 2021. Jurisdiction is one of the 

major issues of cyber crimes. Most of cyber crimes 

committed in Telegana were linked with Bihar, Uttar 

Pradesh and West Bengal. As per NCRB Report main 

reason of cyber crime was intention of committing fraud and 

personal revenge. Therefore in Telengana 485 cases were 

committed with motive of revenge, 419 cases related to 

digital impersonation, 18 cases with charge of morphing and 

37 cases related to fake social accounts. 

Mukesh Choudhary, a cybercrime consultant to the Jaipur 

police said “Fraudsters are changing their modus operandi 

very often so that the situation should look more realistic. It 

should not limit to asking for the OTP or card credentials.” 

In these days, hackers are openly selling the data of 

government sites and personal details of an individual. In 

2021, cyber security expert, Rajshekhar Rajahria found that 

three Indian companies- clickindia, fintech startup for 

chqbook and wedmegood wedding planning site database 

had been tampered. In India hackers are not afraid because 

very less FIR being registered against them and most of the 

crimes had covered under bailable offences.  

The IT Act 2000 does not specify particular arrangements 

for protecting the youngsters. Social media has additionally 

become a method of digital harassing. There have been 

instances of digital harassing on Instagram, Facebook, and 

Twitter as well. It can happen through posting humiliating 

photographs of an individual, putting hash labels which can 

be annoying, posting something slandering or coldblooded 

remarks, making counterfeit profiles 

 

Conclusion 

Now these days, Web has become important part of 

everyone life and impossible to detach from it. Through web 

anyone can get connect to other individuals around the 

world and has made data accessible to enormous layers of 

the general public on a tick of a catch. Cybercrimes require 

cure than acknowledgment. Orchestrating enactment ought 

to not just think about the legitimate parts of issues. Yet in 

addition center all on the mechanical inconsistencies. Today 

law falls flat in its execution not on the grounds that the 

distinction between standards ideas, yet because of the 

tremendous mechanical inconsistencies saw at different 

levels. Worldwide gatherings, show, meeting and 

conversations may give take off platform to spurring 

towards likely arrangements. 

Jurisdiction is also an important issue in cases of cyber 

crime. In the Report of NCRB 2021, Telengana is the state 

in which maximum crimes have committed but during 

investigation, police officer has identified that most of the 

crimes has been committed out of Telengana. As per the 

procedural law, trial of an offence will be conducted at the 

place of offence therefore sometime victim has not lodged 
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the complaint of an offence. Due to this lacuna, most 

offenders will not come within the vigilance of investigating 

agencies and easily commit crime after crime and become 

habitual offenders. 

For investigation of cyber crimes need some technical skill 

which has not been given to the police officers during their 

training. Another reason is data protection bill that is still 

not implemented in India. Therefore, hackers sold database 

very easily on multiple platforms without any fear. It is 

prescribed to create biometric procedures and digital crime 

scene investigation system, to give specialized help to law 

requirement offices, so they can deliver the proof into the 

court and this will assist the legal executive with punishing 

the guilty parties. 
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